
WHAT IS 

PHISHING/

WIRE FRAUD?

REPORT ALL PHISHING EMAILS AND FRAUD ATTEMPTS TO THE FBI at IC3.GOV 





WHY YOU 
SHOULD 
CARE? $5.3B



WHAT SHOULD YOU DO?

1. Call,

don’t
email

2. Be

suspicious
 

3. Confirm

it all

4. Verify

at once

5. Forward,

don’t
reply 



TOP TWO MISTAKES

1. Use of unsecured email 

by at least one of the 
parties in a transaction, 
i.e, buyer, seller, 

Realtor and title 
agency.

2. No phone calls were 
ever made to verify or 

confirm email requests



TO PREVENT WIRE FRAUD



INTERNAL REVIEW





USE SECURE EMAIL



GET AN AGREEMENT



REFI BORROWERS 

AT HIGH RISK



CALL AND 

CONFIRM



CYBER 

HYGIENE





REPORT ALL PHISHING EMAILS AND FRAUD 

ATTEMPTS TO THE FBI at IC3.GOV 



From: Christine Windle [mailto:cwindle@alphacoelectric.com] 

Sent: Monday, March 27, 2017 3:18 PM

To: undisclosed-recipients:

Subject: 15805 Kensington Palace Ct

See attached contract for the reference property, my client is a cash 

buyer and want to close early. I look forward to working with you.

--

Christine Windle

Dulles Area Association of REALTORS®

21720 Red Rum Drive, #177

Ashburn, VA 20147

Phone: (703) 777-2468

Fax: (703) 771-9787

E-mail: cwindle@dullesarea.com

 

REAL LIFE EXAMPLE



www.alta.org/wirefraud

ALTA RESOURCES

http://www.alta.org/wirefraud


ALTA.ORG/HAPPYCLOSINGS

• Free PDF download

• Purchase branded 

graphic with company 
information and logo



“ONLY YOU CAN PREVENT WIRE FRAUD”

RESOURCES AVAILABLE AT ALTA.ORG/WIREFRAUD
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