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Overview and Objectives
of v. 4.0 Changes
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Why Is Best Practices Important?

• By following Best Practices, including identifying and remediating any 
deficiencies, Agents are taking active steps to protect the parties and 
processes of Settlement, which include:
 Consumers
 Banks
 Title Insurers
 Real Estate Brokers and Agents
 Their Own Business
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• Pillar 1: Licensure
• Pillar 2: Escrow accounts
• Pillar 3: Protecting NPI 
• Pillar 4: Settlement Policies & Procedures
• Pillar 5: Title production, delivery, and 

remittance/reporting of title policies
• Pillar 6: Insurance and fidelity coverage
• Pillar 7: Resolving consumer complaints

The ALTA Best Practices Pillars

The ALTA Best Practices 
underlying Pillar structure 

remains the same
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2023 Best Practices v.4.0 Revisions Overview

• The World has Changed:
 New Threats:  Fraud, Theft
 Business Has Advanced:  RON, Outsourced/Remote workers, more technology
 Laws and Regulations Have Changed

• Best Practices Updates Have Focused Primarily on Three Pillars:
 Pillar 2:  Procedures and Controls of Escrow
 Pillar 3:  Written Information Security Plan to Protect NPI
 Pillar 4:  Standard Real Estate Settlement Policies and Procedures

• ALTA is now highly focused on ensuring operational improvements for Title Agencies
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Best Practices Objective: Operational Improvement

• Prior versions of Best Practices focused on compliance certification 
being provided to Lenders

• Revisions for 2023:
 Continued Agent Certification to 3rd parties, including Lenders and Title 

Insurers.
 New major focus is on continual improvement to operations:

o Safety 
oCustomer Experience
o Efficiency
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Best Practices Framework:
Specific Requirement 

Changes
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• “ALTA Best Practices Framework: Title Insurance and 
Settlement Company Best Practices” - This is often 
referred to as “The Framework.”  This provides the 
standards for Best Practices compliance and analysis.

Best Practices Guiding Document: 
“The Framework”

All Best Practices 
assessments are grounded in 

the Framework; all other 
documents assist in the 

analysis. Other Resources:

• Best Practices Assessment Procedures
 Testing Requirements that are required for third party assessments, and optional for 

internal assessments.

• Best Practices Certification Reports
 There are now two Certification Reports available:

o Best Practices Third-Party Assessment Report
o Best Practices Internal Assessment Report and Letter (fka “Self-Assessment”)

 These replace the BP 3.0 Forms: (1) Compliance Management Report, (2) Maturity 
Model, and (3) Assessment Readiness Guide
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Various “Defined Terms” 
have been updated 

to clarify their intent 
within Best Practices

Updates in the “Definitions” Section
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Various “Defined Terms” 
have been updated 

to clarify their intent 
within Best Practices

Updates in the “Definitions” Section
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Poll Question

Have you completed a Best Practices certification?  
• Yes
• No
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Pillar 2 “Purpose” section 
is updated to note that 

the loss of funds may fall 
outside of E&O Coverage; 

could fall to the Agency

Content Changes in Pillar 2: 
Risk of Loss of Funds
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Pillar 2 updated to 
address the handling of 

non-settled funds and 
avoidance of undue risk 

(aka, “Wiring off of the float”)

Content Changes in Pillar 2:  
Non-Settled and Reversible Funds
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Pillar 2 updated to 
address the guidelines 

for handling Escrow 
Account Disbursements

Content Changes in Pillar 2: 
Escrow Disbursements
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Pillar 2 updated to control the use of 
“Fintech” applications…

Content Changes in Pillar 2: 
FinTech and Earnest Money

… and require that third-party 
earnest money platforms meet Good 
Funds law req’ts and are not subject 

to the EFTA
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Pillar 2 updated to specify 
that Wire Transfer 

Procedures should include 
Multi-Factor Authentication 
and follow ALTA’s published 

guidance

Content Changes in Pillar 2: 
Outgoing Wires
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Pillar 2 Procedures are 
updated to extend the 

background check refreshes 
not only to those employees 
having access to client funds, 

but now to all employees

Content Changes in Pillar 2: 
Background Checks
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Pillar 2 Procedures are 
updated to require the 

review and manager 
approval of aging 

Escrow file balances

Content Changes in Pillar 2: 
Aging Balances
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Pillar 2 Procedures 
are updated to 

recommend the use 
of Wire Verification 

Services

Content Changes in Pillar 2: 
Wire Verification Services
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Pillar 2 Procedures require 
that the daily reconciliation 

process identify and 
investigate any discrepancies 

using either electronic or 
manual processes

Content Changes in Pillar 2: 
Reconciling and Discrepancies
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Pillar 3 Purpose 
is updated to 

include a defined 
term of “WISP”

Content Changes in Pillar 3: 
Written Information Security Plan
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Pillar 3 is updated to protect 
NPI and Company systems by 

requiring specific security 
measures:  MFA, Password 

Management, and Software 
Updates

Content Changes in Pillar 3: 
Security Measures in WISP
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Pillar 3 is updated to require 
background checks for not 

only employees with access 
to NPI, but also to anyone 

with access to NPI or 
information systems -

including service providers

Content Changes in Pillar 3: 
Service Providers: Background Checks /
Physical access to NPI
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Pillar 3 is updated to 
extend network security 

requirements to the use of 
cloud systems, virtual 

equipment, data centers, 
and 3rd party hosting

Content Changes in Pillar 3: 
Cloud, Virtual, and Hosted Systems
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Pillar 3 is updated to 
specifically include in the 

DR/BC plan instances where 
there is a compromise of 

systems or facilities

Content Changes in Pillar 3: 
DR/BC Plan
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Pillar 3 is updated to require the 
written response plan to address 

any cybersecurity incident, not 
just those involving NPI; include 

periodically testing and follow 
the recommendations of the 
ALTA Cybersecurity Incident 

Response Plan

Content Changes in Pillar 3: 
Application to all cybersecurity incidents
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Pillar 3 is updated to specify that 
service provider policies are to be 

consistent with the Company 
WISP including:

IT Consultants, outsourcing 
company employees, and third-

party software employees

Content Changes in Pillar 3: 
Written Service Provider Policies
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Pillar 3 is updated to specify that 
software tools and resources are to 

be consistent with the Company 
WISP – including:

3rd party software / systems; 
automated processes; APIs; 

software add/plug-ins

Content Changes in Pillar 3: 
Software Tools and Resources
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Pillar 4 Description is 
updated to point to the 

importance of contractual 
obligations in the 

Settlement process

Content Changes in Pillar 4: 
Compliant Settlement Processes
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Pillar 4 is updated to 
include “consumer 

objectives” in the 
training of staff

Content Changes in Pillar 4:
Training of Consumer Objectives
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Pillar 4 is updated to 
require the disclosure 

of affiliated business 
arrangements

Content Changes in Pillar 4: 
Disclose Affiliated Business Arrangements
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Pillar 4 is updated to 
require written 

procedures related to 
closing documents

Content Changes in Pillar 4: 
Execution of Closing Documents
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Pillar 4 is updated to expand Best 
Practice requirements to monitor 

and verify that signing professionals 
have state and contractually 

required licensing and insurance to 
notarize documents, conduct the 

settlement, and safeguard NPI

Content Changes in Pillar 4: 
Oversight of Signing Professionals
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Pillar 4 is updated to address the 
need to perform Background 

Checks for signing professionals 
employed by the Company who 

either conduct Settlements, or may 
have access to either Settlement 

documents or funds

Content Changes in Pillar 4: 
Background Checks - Signing Professionals

37



Pillar 4 is updated to require 
third party signing 

professionals to have the 
required professional 

designation, insurance, and 
bond as required by state law 

and/or the title insurer

Content Changes in Pillar 4: 
3rd party Signing Professional requirements
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Pillar 4 is updated to address 
that when a vendor is used to 

provide a third-party signing 
professional, the Best 

Practices obligations may be 
assumed by that vendor

Content Changes in Pillar 4:
Vendors for 3rd party signing professional
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Pillar 4 is updated to provide 
guidance in utilizing Remote 

Notarization Platforms for 
employee signing 

professionals and by third 
party signing professionals

Content Changes in Pillar 4:
Selecting RON Platforms
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Pillar 4 is updated to 
provide guidance for the 
additional procedures to 
follow when using an e-

recording vendor

Content Changes in Pillar 4:
e-Recording Vendors
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Pillar 4 is updated to 
provide guidance in the 

payment of fees or tax for 
Escrow Trust Accounts

Content Changes in Pillar 4:
Payment of Taxes and Fees
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Pillar 6 is updated to 
require that Cyber, Crime, 

and E&O Coverage limits 
and exceptions should be 

reviewed at least yearly

Content Changes in Pillar 6: 
Insurance and Fidelity Coverage
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No Significant 
changes to 

either Pillar

Content Changes in 
Pillar 5 and Pillar 7
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No Substantive Changes



Poll Question

What were some of the drivers to revise the Best Practices?
• New business threats such as fraud and theft
• RON and outsourced/remote workers
• Laws and regulations
• Spy balloons
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Resources that Have 
Changed

46



Best Practices Resources that have Changed

• Best Practice Framework:  Title and Insurance Company Best Practices (“The Framework”): 
Provides the standards for Best Practices

• Best Practices Assessment Procedures: Testing Requirements
• Best Practices Certification Reports

• There are now two Certification Reports available:
• Best Practices Third-Party Assessment Report
• Best Practices Internal Assessment Report and Letter (fka “Self-Assessment”)

• Note: These replace the BP 3.0 Forms: (1) Compliance Management Report, (2) Maturity Model, and (3) 
Assessment Readiness Guide

• Other documents that are being updated (pending):
• Assessment Guide and FAQ Resources
• Policy and Procedures Creation Guidance
• Sample Outline / Table of Contents
• Template for Best Practices Policies and Procedures
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How Do You Perform an 
Assessment and Certify?

48



Resources for Assessment and Certification

• The assessment is the process of aligning and documenting operations to the Best Practices requirements 
 The ALTA Best Practices Framework sets the standards for the assessment evaluation

• Best Practices provides other documents to assist with the assessment evaluation:
 Assessment Procedures: Tool for evaluating compliance with the standards
 Assessment Compliance Reports:  Frameworks for evaluating against the Assessment Procedures.  Different 

forms are available for 3rd party and internal assessments.
o Third-Party Assessment Report:  For those Companies certifying via a third-party assessment, this form 

will be used to provide an analysis against the “Assessment Procedures”, providing a certification letter, 
summary of exceptions, and a list of exceptions with a remediation plan.

o Best Practices Internal Assessment Report and Letter (fka “Self-Assessment”): This form will be used for 
Internal Assessments to provide an analysis against either the “Framework” or the “Assessment 
Procedures” providing a certification letter, and a list of exceptions with a remediation plan.

 Various Policies and Procedures templates
 ALTA Website for information security standards used in Best Practices: 

o https://www.alta.org/business-tools/information-security
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Basic Assessment Process and Certification

Compliance Analysis

Internal Certification

Analysis against Best Practices 
“Assessment Procedures” by Third 

Party

3rd party Certification

Internal Analysis against Best 
Practices “Assessment 

Procedures” or “Framework”

Standard set in “Framework”

Reporting via 
“Internal Assessment 

Representation Report and 
Letter”

Policies and Procedures Documents

Standard set in “Framework”

Reporting via 
“Third-Party Assessment 

Procedures Report”

WISP Documentation

Remediation Plan
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Assessment leads to Certification
• The “ALTA Best Practices Framework: Title Insurance and Settlement Company Best Practices” remains the standard

• Additional ALTA Best Practices documents provide frameworks for assessment analysis, procedures creation, and reporting

• ALTA Best Practices Certification of Best Practice Compliance requires:
1. Analysis against the Best Practices Framework or Assessment Procedures using either one of the Assessment Compliance 

Reports* or other method, so long as the written report contains an analysis of requirements against the following 
attributes:
i. Current status of compliance for each Framework or Assessment Procedures requirement
ii. Whether compliance is documented for the requirement
iii. Whether remediation needs to occur for the requirement 
iv. Plan for remediation to achieve the requirement
v. Who completed it / Third-party vs internal assessment
* Multiple previously available reporting documents are being consolidated to two documents – one for internal 

assessments and another for 3rd party assessments/certifications.
2. Documentation of Policies and Procedures, including WISP.  These documents may be requested by entities requesting Best 

Practices Compliance information.
3. Certification by Company of compliance status.

51



Process and Timing
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Process and Timing
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• Publication of 2023 Best Practices 4.0 Revisions:  January 23, 2023
• Announced in Title News Online, and at: https://www.alta.org/best-practices/
• Site will contain revised Framework and Assessment Procedures, along with other documents
• Questions may be submitted to:  bestpractices@alta.org
• FAQs will be updated as questions are submitted

• Effective Date of 2023 Best Practices Revisions: May 23, 2023
• Provides time for analysis, updates, and process changes before standards take effect
• But Companies may utilize Best Practices 4.0 at any time after Publication on January 23, 2023

• Certification timeline:
• Entities performing Best Practices certification are current for 24 months from certification

• Example: Certification in June 2022 on 3.0 standard is thus certified until June 2024
• However… Best Practices 4.0 (2023) is designed to improve operations, and should be used as the guide even 

prior to official certification on 4.0.

https://www.alta.org/best-practices/


2023 ALTA Best Practices Revisions
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How Do You Prepare?



How Do You Prepare
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• Assign primary responsibility for certification
• Information Collection – What has changed; how do we align to the standards
• Use the ALTA Best Practices FAQs to resolve questions

• Determine your method for certification – internal vs. third-party
• Determine mandatory certification timeline: 24 months from prior certification

• But it is recommended to work toward the new standard ASAP
• Doing it now helps you safeguard and improve your operations

• Use resources:  title insurer, webinars, Best Practices documentation
• Assume that Best Practices is an ongoing process which needs to be periodically reviewed and 

processes updated



Thank you for all of your work…
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• The Best Practices Executive Committee has spent the past year (plus) intensively 
working to update the ALTA Best Practices standards to provide the revised structure for 
improved title operations.

• Other ALTA groups, including the Best Practices Work Group, the Internal Audit Council, 
the Data Privacy Work Group, and the providers of industry comments, have all 
contributed to provide their feedback and expertise.

• This large investment of time, effort, and thought has been in addition to their “day 
jobs”… and we would like to say:

THANK YOU!



Updates to Information:
https://www.alta.org/best-practices

Questions?
Submit Questions to:
BestPractices@alta.org
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