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Meet today’s presenter
Tom Cronkright
• Co-Founder and CEO, CertifID 

• Licensed Attorney

• Large Title Agency Owner

• Wire Fraud Victim

• National Speaker on Wire Fraud and Cyber Security

tcronkright@certifid.com

mailto:tcronkright@certifid.com


Today’s Topics
• The Growth of Wire Fraud and COVID Scams

• Recent Fraud Examples

• Money Laundering and Wire Fraud Recovery

• Five Key Take-Aways
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PHISHING:
The Top Tool in the Fraud Arsenal
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PHISHING:
Malicious and Compromised Email

+33% +45% +70%
of hacked 

accounts had 
dwelling over a 

week

BEC attacks coming 
from malicious 

accounts

BEC scams 
launched from free 
webmail accounts

Source: Barracuda – Spear 
Phishing: Top Threats and 

Trends Vol. 4
Source: FBI

Source: Barracuda – Spear 
Phishing: Top Threats and 

Trends Vol. 4
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PHISHING:
Increasing Risk Profile

+148% +200% +30,000%
Increase in 

Ransomware 
Attacks in March 
from February ‘20

Number of potentially 
compromised companies in U.S. 

in March from January ‘20

Increase in COVID-
related threats

Source: Vmware Carbon 
Black

Source: INFO SecuritySource: Artic Security



A new phishing site launches 
every 20 seconds.



You can put text in this box or an image. 

Recent FinCEN Advisory on COVID Scams

FinCEN - https://www.fincen.gov/sites/default/files/advisory/2020-07-
30/FinCEN%20Advisory%20Covid%20Cybercrime%20508%20FINAL.pdf
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COVID-Themed Phishing Attacks 
on the Rise

Source: Agari – H2 2020 Email Fraud & Identity Deception Trends
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COVID-Themed Phishing Attacks 
on the Rise

Source: Agari – H2 2020 Email Fraud & Identity Deception Trends
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Malware and Phishing Scams

Source: Google
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“Zoom” Phishing

Source: Checkpoint Software Technologies

During the past few weeks, we 
have witnessed a major increase 
in new domain registrations with 
names including “Zoom”, which is 
one of the most common video 
communication platforms used 
around the world. Since the 
beginning of the year, more than 
1700 new domains were 
registered and 25% of them were 
registered in the past week. 
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“Zoom” Phishing
Malicious files with names such as 
“zoom-us-zoom_##########.exe” 
and “microsoft-
teams_V#mu#D_##########.exe
” leads to an installation of the 
infamous InstallCore PUA 
(potentially unwanted 
applications) which could 
potentially lead to additional 
malicious software installation.
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Economic Relief from WHO and IMF
Source:  Proofpoint

Issue: Malicious Microsoft Excel 
branded attachment that gathers 
emails and passwords.
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Trump Administration COVID-19 Benefits
Source:  Proofpoint

Issue: The email asks 
recipients to verify their 
email account through a 
malicious link that directs 
them to a phishing page.
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Credentials and Credit Card Phish
Source:  Proofpoint

Issue: The email also 
contains a “Claim Now” link 
that takes the recipient to a 
spoofed page for the credit 
card company that 
attempts to steal the user's 
ID, password, email, credit 
card, and other details.
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Credentials and Credit Card Phish

Source:  Menlo Security

Issue: Attachment contains malware that will install on device or 
network.
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Brand Impersonation is Top Phishing 
Strategy

Source: Agari – H2 2020 Email Fraud & Identity 
Deception Trends
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Gmail is Top Email Platform for Phishing
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Why GMAIL?

- Quick to set up
- Free
- High reputational value to pass detection filters

Nearly 1/3 of all malicious GMAIL accounts are used for less than 24 
hrs. 
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Lookalike Domains Are Risky



Spoofed Domain 
Registrations
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Real Domain : hxxp://ripleys.com

Spoofed Domain : hxxp://rlpleys.com

“i” has been replaced with lowercase “l”

Business specifically targeted - Suspects know who to send the e-
mail TO, how to address the message, and who to send the message 
FROM. Sent on 3/17/2017



You can put text in this box or an image. 

DomainTools Reverse WHOIS -
“hxxp://www.rlpleys.com”

Registrant Name: John Edwin
Registrant Organization: foreslghtasg  inc Registrant Street: 5800 THREE CHOPT RD 
Registrant Street:
Registrant City: RICHMOND Registrant State/Province: VA Registrant Postal Code: 23226 
Registrant Country: US
Registrant Phone: +1.9728780522 Registrant Phone Ext:
Registrant Fax:
Registrant Fax Ext:
Registrant Email: don@foreslghtasg.com

Note: Domain registered and paid for at hxxp://1and1.com
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Additional Spoofed Domains registered by 
“don[@]foreslghtasg.com” via DomainTools

christywhIte.com
colurnbuszoo.org

nciiinc.com
rIpleys.com

rockwellcoliins.com
turkeyhiil.com

-Legitimate – christywhite.com
-Legitimate – columbuszoo.org
-Legitimate – nciinc.com
-Legitimate – ripleys.com
-Legitimate – rockwellcollins.com
-Legitimate – turkeyhill.com



You can put text in this box or an image. 
WHOIS search on “hxxp://foreslghtasg.com” based on 
the email address of “don[@]foreslghtasg.com”

Registry Registrant ID: Registrant Name: James Fan
Registrant Organization: JPMORGAN  INC Registrant Street: 10603 Lybert Rd Registrant 
Street:
Registrant City: Houston Registrant State/Province: TX Registrant Postal Code: 77041 
Registrant Country: US
Registrant Phone: +1.9728780532
Registrant Phone Ext: Registrant Fax: Registrant Fax Ext:
Registrant Email: jjjmoreinc9090@mail.com

Domain registered and paid for at hxxp://1and1.com
mail.com is a free-mail service
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Additional Spoofed Domains registered by 
“jjjmoreinc9090@mail.com”

arttherapystudlo.org
atlanticairnports.com

decks-dockss.com
foreslghtasg.com

gernrc.com
idltrade.com
insrned.com

loclcontrols.com
rneritechcapital.com

-Legitimate – arttherapystudio.org
-Legitimate – atlanticaimports.com
-Legitimate – decks-docks.com
-Legitimate – foresightasg.com
-Legitimate – gemrc.com
-Legitimate – iditrade.com
-Legitimate – insmed.com
-Legitimate – locicontrols.com
-Legitimate – meritechcapital.com
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Initial Target (1)

Additional Targets (14)
rIpleys.com -Legitimate – ripleys.com

christywhIte.com
colurnbuszoo.org

nciiinc.com
rIpleys.com

rockwellcoliins.com
turkeyhiil.com

arttherapystudlo.org
atlanticairnports.com

decks-dockss.com
foreslghtasg.com

gernrc.com
idltrade.com
insrned.com

loclcontrols.com
rneritechcapital.com

-Legitimate – christywhite.com
-Legitimate – columbuszoo.org
-Legitimate – nciinc.com
-Legitimate – ripleys.com
-Legitimate – rockwellcollins.com
-Legitimate – turkeyhill.com
-Legitimate – arttherapystudio.org
-Legitimate – atlanticaimports.com
-Legitimate – decks-docks.com
-Legitimate – foresightasg.com
-Legitimate – gemrc.com
-Legitimate – iditrade.com
-Legitimate – insmed.com
-Legitimate – locicontrols.com
-Legitimate – meritechcapital.com
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NCI INC reported they received an email from a spoofed domain 
targeting one of their personnel from spoofed domain 
“@NCIIINC.COM”

Business specifically targeted - Suspects know who to send the e-
mail TO, how to address the message, and who to send the message 
FROM.



Email Account Compromise
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Fraudsters Harvest Information Quickly

Source: Barracuda – Spear Phishing: Top Threats 
and Trends Vol. 4
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Abnormal Usage Activity Leaves Clues of 
Compromise

Source: Barracuda – Spear Phishing: Top Threats 
and Trends Vol. 4
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Compromised Accounts Used to Harvest 
– Not Phish

Source: Barracuda – Spear Phishing: Top Threats 
and Trends Vol. 4
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Fraudsters Collaborate for Higher Impact

Source: Barracuda – Spear Phishing: Top Threats 
and Trends Vol. 4



Today’s Topics
• The Growth of Wire Fraud and COVID Scams

• Recent Fraud Examples

• Money Laundering and Wire Fraud Recovery

• Five Key Take-Aways



Poll Question #2
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Fraud 1: Buyer Cash to Close
Parties Involved

Commercial Real Estate Broker

Escrow Officer

Spoofed Escrow Officer
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Fraud 1: Buyer Cash to Close
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Fraud 1: Buyer Cash to Close
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Fraud 1: Buyer Cash to Close
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Fraud 1: Buyer Cash to Close
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Fraud 1: Buyer Cash to Close
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Fraud 1: Buyer Cash to Close
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Fraud 1: Buyer Cash to Close
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Fraud 1: Buyer Cash to Close
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Fraud 1: Buyer Cash to Close
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Fraud 1: Buyer Cash to Close
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Fraud 1: Buyer Cash to Close
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Fraud 1: Buyer Cash to Close



Result: $54,000 was wired 
on Friday, May 22, 2020



How did they do it?
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Fraud 1: Broker Email Compromised
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Fraud 1: Broker Email Compromised
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Fraud 1: Mail server takeover



You can put text in this box or an image. 

Fraud 1: Spoofed Identity
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Fraud 1: Spoofed Identity
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Fraud 1: Spoofed Identity
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Fraud 1: Spoofed Identity



You can put text in this box or an image. 

Fraud 1: Spoofed Identity
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Fraud 1: Spoofed Identity
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Fraud 2: Mortgage Payoff Wire
Parties Involved

Private Lender

Escrow Officer

Spoofed Private lender
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Fraud 2: Mortgage Payoff Wire
Activity

Private Lender:  Email is compromised and fraudster monitors traffic from title company’s 
closer and private lender. 

Spoofed Private Lender: Sends fraudulent payoff to closer.

Escrow Closer:  Calls to verify wire instructions and sends wire to
fraudulent account.
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Fraud 2: Mortgage Payoff Wire



Result: +$130,000 was wired 
on Friday, May 22, 2020



You can put text in this box or an image. 
Fraud 2: Seller net proceeds wire

Account name on wiring instructions “not even close” to the account name on the 
fraudulent account
5/22 – money transferred to fraudulent account
5/26 – 1/3 of funds remaining in account
5/26 – 2/3 of funds were sent to US Bank via wire transfer
5/26 – two cashier’s checks were “immediately” prepared out of US Bank account for 
entire 2/3 amount
5/27 – one cashier’s check cleared
5/27 – fraud recovery initiated
5/28 – the second cashier’s check was “held” at a 3rd bank
5/28 – court order being requested to keep second cashier’s check held

Money Muling



Today’s Topics
• The Growth of Wire Fraud and COVID Scams

• Recent Fraud Examples

• Money Laundering and Wire Fraud Recovery

• Five Key Take-Aways



Poll Question #3
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Money Muling and Wire Fraud Recovery

- Notify your bank
- Initiate a “SWIFT” recall
- Demand that funds are “frozen”
- Confirm the location of subsequent transfers
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Money Muling and Wire Fraud Recovery

- Notify your bank;
- Initiate a “SWIFT” recall;
- Demand that funds are “frozen”; and
- Confirm the location of subsequent transfers

- Go to https://www.ic3.gov/complaint/default.aspx/ to file a complaint with IC3 (www.IC3.com) and be prepared to provide 
the following information:

- Victim’s name, address, telephone, and email; 
- Financial transaction information (e.g., account information, transaction date and amount, who received the money); 
- Under the Financial Transaction(s) section of the form, select “Wire Transfer” from the Transaction Type drop down menu. 
- Subject’s name, address, telephone, email, website, and IP address; 
- Specific details on how you were victimized; 
- Email header(s); and 
- Any other relevant information you believe is necessary to support y our complaint. 

- Note and retain your IC3 Complaint Number – you will need to give that to the FBI field office (see below).
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IC3 Report
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IC3 Report



You can put text in this box or an image. 
IC3 Report
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IC3 Report
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IC3 Report
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- Find the FBI office nearest you (https://www.fbi.gov/contact-us/field-offices); 
- Contact the Special Agent for cyber crimes; 
- Give the SA the IC3 complaint number and other facts; 
- Share contact info with the SA; and
- Align expectations.
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- Find the FBI office nearest you (https://www.fbi.gov/contact-us/field-offices); 
- Contact the Special Agent for cyber crimes; 
- Give the SA the IC3 complaint number and other facts; 
- Share contact info with the SA; and
- Align expectations.

- File an action to obtain an injunctive order?
- Serve the injunctive order on all banks? 



You can put text in this box or an image. 

- Contact the fraud prevention desk of the receiving bank; 
- Help them identify the fraudulent transfer; 
- Initiate the “SWIFT” recall notice and confirm funds have been frozen; 
- Obtain the names of other banks that received your funds;
- Share contact information; and
- Align expectations.



You can put text in this box or an image. 

- Find the FBI office nearest you (https://www.fbi.gov/contact-us/field-offices); 
- Contact the Special Agent for cyber crimes; 
- Give the SA the IC3 complaint number and other facts; 
- Share contact info with the SA; and
- Align expectations.

- If you hold errors and omissions coverage, professional liability coverage or any form of 
cyber security or cyber loss coverage, contact your insurance agent and place your 
insurer on notice of the incident.



You can put text in this box or an image. 

- Call the local authorities and file a police report; 
- Provide local authorities with all relevant information; 
- Obtain and save the incident or report number;  
- Share contact; and
- Align expectations
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- Find the FBI office nearest you (https://www.fbi.gov/contact-us/field-offices); 
- Contact the Special Agent for cyber crimes; 
- Give the SA the IC3 complaint number and other facts; 
- Share contact info with the SA; and
- Align expectations.

- Initiate “The Information Technology Kill Chain”
- Determine the source of the breach;
- Contact your internal or external security/IT group before changing any settings or configurations on the 

environment; 
- Contact you internal or external security/IT group to explain the situation and that a full “image” of the system 

needs to be created for eForensic purposes; and
- If warranted, eForensics investigators can be dispatched from a variety of sources to investigate the incident to 

determine if the data suggests greater impact on the environment.



You can put text in this box or an image. 
Main Takeaways

Details should come 
quickly, but the money 
may come back slowly.

Be prepared to 
“indemnify” the bank 
returning the funds.

Don’t trust anyone 
proactively reaching out 
to you about your fraud.



Today’s Topics
• The Growth of Wire Fraud and COVID Scams

• Recent Fraud Examples

• Money Laundering and Wire Fraud Recovery

• Five Key Takeaways
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Key Takeaways
• Create a Culture of Compliance

• Educated and Engaged Employees

• Reduce Your Attack Surface

• Protect the Transfer of Money

• Adequately Insure the Risk
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Security Additional Best Practices
● Devise a continuity of operations plan for a potential cyber attack; prioritize the 

systems most important to continued operations.
● Use e-mail authentication protocols such as Sender Policy Framework (SPF), Domain 

Keys Identified Mail (DKIM), Domain-Based Message Authentication Reporting and 
Conformance (DMARC), and Sender ID Framework (SIDF).

● Establish a training mechanism to inform end users on proper email and web usage, 
highlighting current information and analysis, and including common indicators of 
phishing. End users should have clear instructions on how to report unusual or 
suspicious emails.

● Regularly patch operating systems, software, and firmware.
● Update anti-malware and anti-virus software and conduct regular network scans.
● Use multi-factor authentication where possible.
● Audit networks and systems for unauthorized remote communication.
● Disable or remove unneeded software, protocols, macros, and portals.
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How Can I Help?
Tom Cronkright

• Co-Founder and CEO, CertifID 

• Licensed Attorney

• Large Title Agency Owner

• Wire Fraud Victim

• National Speaker on Wire Fraud and Cyber Security

tcronkright@certifid.com

mailto:tcronkright@certifid.com
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