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PHISHING:
The Top Tool in the Fraud Arsenal

+91% +96% +400%

Of all cyber attacks start Of groups’ primary motivation Number of incoming reports
with phishing is intelligence gathering about hacking

Source: Symatec’s Internet Security Threat
Report 2019




PHISHING:
Malicious and Compromised Email

+33% +45% +/70%

of hacked BEC attacks coming BEC scams
accounts had from malicious launched from free
dwelling over a accounts webmail accounts
week

Source: Barracuda — Spear Source: Barracuda — Spear
Phishing: Top Threats and Phishing: Top Threats and Source: FBI

Trends Vol. 4 Trends Vol. 4 E }




PHISHING:

Increasing Risk Profile
+148% +200%

Increase in Number of potentially

Ransomware compromised companies in U.S.

Attacks in March in March from January 20
from February 20

Source: Vmware Carbon Source: Artic Security
Black

+30,000%

Increase in COVID-
related threats

Source: INFO Security




A new phishing site launches

&
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every 20 seconds.




Recent FINCEN Advisory on COVID Scams

July 30, 2020

Adyvisory on Cybercrime and Cyber-Enabled Crime
Exploiting the Coronavirus Disease 2019
(COVID-19) Pandemic

Detecting, preventing, and reporting illicit transactions and cyber activity will
help protect legitimate relief efforts for the COVID-19 pandemic and help protect

financial institutions and their customers against malicious cybercriminals and
nation-state actors.

FinCEN - https://www.fincen.gov/sites/default/files/advisory/2020-07-
30/FinCEN%20Advisory%20Covid%20Cybercrime%20508%20FINAL.pdf




COVID-Themed Phishing Attacks
on the Rise

Cybercriminals Pay Attention to Global Trends
Source: Google Search Trends

Source: Agari—H2 2020 Email Fraud & Identity Deception Trends l



COVID-Themed Phishing Attacks
on the Rise

How Bad Has COVID-19 Phishing Gotten?

Cumulative Increase in COVID-19-Themed Email Attacks Since February
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Malware and Phishing Scams

Start ) 5/21/2004 End [ &/17/2020

=== Mabhware sites === Phishing sites

|
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Jan 01,2007 Jan 01,2008 JanO1, 2011 Jan 01,2013 Jan 01,2015 Jan 01,2017 Jan 07,2018

Source: Google l
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“Zoom” Phishing

During the past few weeks, we
have witnessed a major increase
in new domain registrations with
names including “Zoom”, which is
one of the most common video
communication platforms used

Daily Registration of new "Zoom" Domains

around the world. Since the

beginning of the year, more than

1700 new domains were

registered and 25% of them were 0
registered in the past week.

0l-)an 08-Jan  15-Jan 22-Jan 29-Jan 05-Feb 12-Feb 19-Feb 26-Feb 04-Mar 11-Mar 18-Mar

Source: Checkpoint Software Technologies




“Zoom” Phishing

Malicious files with names such as
“zoom-us-zoom_#iHHHH###HH. exe”
and “microsoft-

teams_VHEmMUHD_ HHHHHTHEHHE . exe
”leads to an installation of the
infamous InstallCore PUA

(potentially unwanted
applications) which could
potentially lead to additional
malicious software installation.

) zoOoM Cloud Meetings

Welcome to the Download Manager
This will download and install the software on your computer
Click "Next” to continue

Quick Specs

Zoom is a free HD meeting app with video and screen sharing for up to 100 people
Step1 ol 4

Next




Economic Relief from WHO and IMF

[ ] [E,u COVID 19 : Relief Compensation - Temporary ltems

Source: Proofpoint

COVID 19 : Relief Compensation

World Health Organization « s s e

Issue: Malicious Microsoft Excel

9 e : branded attachment that gathers

Download All Preview All

International Monetary Fund Compensation Unit, London. e m a i I S a n d p a SSWO rd S .

In Affiliation With World Bank.

Ref: IMF/UK/0083

Attention Beneficiary

How are you today? Hope all is well with you and the family? You may not understand why this mail came to you. We have been having a meeting for the
past 3 months which ended yesterday with the Director and secretary to the International Monetary Fund, UN (United Nations) and WHO (World Health
Organization). You have been selected randomly to be compensated financially due to the outbreak of the COVID-19 Epidemic outbreak.

You will be paid through our paying center in london for your compensation payment from the International Monetary Fund Office treasury account.

Find hed "COVID-19-C ion" receipt, view attached file to print your winning confirmation.
Thanks and God bless you and your family, don’t neglect this | advice you.

International Monetary Funds, Making the world a better place.

Regards,

World Health Organization




Trump Administration COVID-19 Benefits

RE: General Payroll ! - Temporary ltems
Message @ -

2 Meeting v, @ | W . ~ HE , .
€€l ¢ T a0 S o ™

Delet Reply Reply F d U7 Attach M Junk Rul Read/U d Cat { Foll o 1

alete aply ::lrly' orwar ttachment ove un ules aad/Unrea ategorize ollow Issue- The emall aSkS

Up
RE: General Payroll ! recipients to verify their
email account through a

Wednesday, March 25, 2020 at 11:30 AM malicious link that directs

Show Details them to a phlShlng page

Source: Proofpoint

Faced with an unprecedented economic crisis caused by the COVID-19 outbreak, the Trump administration is considering
sending most American adults a check for $1,888 as part of efforts to stimulate the economy and help workers whose jobs
have been disrupted by business closures because of the pandemic.

All staff/Faculty & employee include Student are expected to wverify their email account for new payrcll directory and
adjustment for the month of March benefit payment. Please kindly Click on MARCH-BEMEFIT Secure
Link-

» and complete the required directive to awoid omission of your benefit payment for March
282@.

Thank vou,

Payroll Admin Department.
© 2028 All rights reserved.




Credentials and Credit Card Phish

® == Claim Your Covid-19 Cash - Temporary ltems Source: P roofpoi nt

Message

Claim Your Covid-19 Cash .
Issue: The email also

Customer Service <republicans@covid19.alerts contains a uclalm NOW” ||nk
Monday, March 23, 2020 at 3:34 PM that takes the recipient to a

Show Details

spoofed page for the credit

attempts to steal the user's
Date: Non, 23 Mar 2020 15:14:44 0400 ID, password, email, credit
Dear Cardienber, card, and other details.

Late payment fee waived and a credit of up to $5000 has been assigned to you due to the COVID-19 pandemic.

Claim Hau




Credentials and Credit Card Phish

Access Important Shared Document in regards to
COVID-19 employee benefits review.

Click To Add Documents To Office 365 OneDrive And View

Source: Menlo Security

Issue: Attachment contains malware that will install on device or

network. l




Brand Impersonation is Top Phishing
Strategy

3%

Compromised Account

o 66%
9% Display Name

Look-Alike Domain Deception (Brand)

Advanced
Attacks

by Imposter Type

22%
Display Name
Deception (Individual)

Source: Agari—H2 2020 Email Fraud & Identity
Deception Trends l




Gmail is Top Email Platform for Phishing
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Why GMAIL?

- Quick to set up
- Free

- High reputational value to pass detection filters

Nearly 1/3 of all malicious GMAIL accounts are used for less than 24
hrs.




Lookalike Domains Are Risky

27%
BEC Emails Sent From Registered Lookalike

.
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Spoofed Domain

Registrations




Past Due

To  Mark Denton

There's 15 a past due mvoice that needs to be paid, let me know once you available so 1 can email vou the bank details for immediate processing.

Real Domain : hxxp://ripleys.com

Spoofed Domain : hxxp://rlpleys.com

lli” ((III

has been replaced with lowercase

Business specifically targeted - Suspects know who to send the e-
mail TO, how to address the message, and who to send the message
FROM. Sent on 3/17/2017




DomainTools Reverse WHOIS -
“hxxp://www.rlpleys.com”

Registrant Name: John Edwin

Registrant Organization: foreslghtasg inc Registrant Street: 5800 THREE CHOPT RD
Registrant Street:

Registrant City: RICHMOND Registrant State/Province: VA Registrant Postal Code: 23226
Registrant Country: US

Registrant Phone: +1.9728780522 Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: don@foreslghtasg.com

Note: Domain registered and paid for at hxxp://1landl.com




Additional Spoofed Domains registered by

“don[@]foreslghtasg.com” via DomainTools

christywh te.com -Legitimate — christywhite.com
colu buszoo.org -Legitimate — columbuszoo.org
ncii nc.com -Legitimate — nciinc.com
r pleys.com -Legitimate — ripleys.com
rockwellcoli ns.com -Legitimate — rockwellcollins.com

turkeyhil.com -Legitimate — turkeyhill.com

Registrar

1&1 INTERNET S
SCHLUND.DE
1&1 INTERNET S
1&1 INTERNET S
1&1 INTERNET S

1&1 INTERNET S




WHOIS search on “hxxp://foresightasg.com” based on
the email address of “don|[@]foreslghtasg.com”

Registry Registrant ID: Registrant Name: James Fan

Registrant Organization: JPMORGAN INC Registrant Street: 10603 Lybert Rd Registrant
Street:

Registrant City: Houston Registrant State/Province: TX Registrant Postal Code: 77041
Registrant Country: US

Registrant Phone: +1.9728780532

Registrant Phone Ext: Registrant Fax: Registrant Fax Ext:

Registrant Email: jjjmoreinc9090@ mail.com

Domain registered and paid for at hxxp://1landl.com
mail.com is a free-mail service




Additional Spoofed Domains registered by

l‘...

jjjmoreinc9090@mail.com”

181 INTERNET SE

arttherapystud o.org -Legitimate — arttherapystudio.org
atlanticai ports.com -Legitimate — atlanticaimports.com
decks-docks .com -Legitimate — decks-docks.com ' '
fores ghtasg.com -Legitimate — foresightasg.com
ge rc.com -Legitimate —gemrc.com
id trade.com -Legitimate — iditrade.com
ins ed.com -Legitimate —insmed.com
loc controls.com -Legitimate — locicontrols.com
eritechcapital.com -Legitimate — meritechcapital.com

NET SE




Initial Target (1)

r pleys.com

-Legitimate —ripleys.com

Additional Targets (14)

christywh te.com
colu  buszoo.org
ncii nc.com

r pleys.com
rockwellcoli ns.com

turkeyhi l.com
arttherapystud o.org

atlanticai  ports.com
decks-docks .com
fores ghtasg.com

ge rc.com

id trade.com

ins ed.com

loc controls.com
eritechcapital.com

-Legitimate — christywhite.com
-Legitimate — columbuszoo.org
-Legitimate — nciinc.com
-Legitimate —ripleys.com
-Legitimate — rockwellcollins.com
-Legitimate — turkeyhill.com

-Legitimate — arttherapystudio.org
ports.com

-Legitimate — atlanticai
-Legitimate — decks-docks.com
-Legitimate — foresightasg.com
-Legitimate — gemrc.com
-Legitimate — iditrade.com
-Legitimate —insmed.com
-Legitimate — locicontrols.com
-Legitimate —

eritechcapital.com



From: Paul Dillahay [mailto:pdillahay @nciiinc.com
Sent: Friday, March 17, 2017 3:10 AM

To: Narel, Lucas <Inare|@NCIINC.com>

Subject: NCI, Inc

There's 15 a past due mnvoice that needs to be paid, let me know once vou available so 1 can email you the bank details for immediate processing.

NCI INC reported they received an email from a spoofed domain
targeting one of their personnel from spoofed domain
“@NCIIINC.COM”

Business specifically targeted - Suspects know who to send the e-
mail TO, how to address the message, and who to send the message
FROM.




Email Account Compromise




Fraudsters Harvest Information Quickly

Source: Barracuda — Spear Phishing: Top Threats
and Trends Vol. 4




Abnormal Usage Activity Leaves Clues of
Compromise

Source: Barracuda — Spear Phishing: Top Threats
and Trends Vol. 4




Compromised Accounts Used to Harvest
— Not Phish

Source: Barracuda — Spear Phishing: Top Threats
and Trends Vol. 4




Fraudsters Collaborate for Higher Impact

Source: Barracuda — Spear Phishing: Top Threats
and Trends Vol. 4




Today’s Topics

* The Growth of Wire Fraud and COVID Scams
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Fraud 1: Buyer Cash to Close

Parties Involved

Q Commercial Real Estate Broker

P \‘/ "\,

Escrow Officer
-
-

Peurdll Spoofed Escrow Officer




Fraud 1: Buyer Cash to Close

From

Sent: Friday, May 15, 2020811 PM
To:ReneeM. VanDriel

Subject: 725 36th

~EXTERNAL EMAIL™* \‘ )

Hi Renee: The Seller forthe property at 725 36th S W . Wyoming, Mi. wants to know if the attach ed resolution meets your approval if signed.
Thanks

On May 18, 2020. 8l 8:34 AN, Ren e M. Van Dnel <nvandne
momin

¥ 85, itis accepianle.
Thankyou

o f..\.J‘ Escrow Officer
Sun Title Agenc
1410 Plain A

AVIRUS NOTICE If you are scheduladfora closing or o fices, ple f tifyou have any symptoms which may ba similar to Coron avinas (fev
ath, etc.) of havebeen in cho y Ty 1 m 0 i L ave atrve & Qe W can use for ningan venngaocurments. Hare s a linkio our ¢

tyers and sell 3 COUMCONAIrMatcn sys Comiid com. If you are 3 buyer
e or any of n ginstructions, DO NOT
; 8 8 B eify oth ods) of usin

The information s d addrasse s rans: ¥ s ential andisnot
inten ded for AN SIS on 1o, . Ertan the named {s}. This transmission s ot b eopee W v than th {s). If you have Vi
vransmission in eror, please destio tho gor forwarding

From:

Sent: Monday, May 18, 2020 10:23 AM
To:Renee M. VanDriel

Subject: Re: 725 36th

""EXTERNAL EMAIL™ \r

Sothey can sign it andbringitto close? How does nextweek Friday look for a closing? Thanks i}
Sentfrom my iPhone




Fraud 1: Buyer Cash to Close

On Monday, May 18, 2020, 024445 P GMT+1, Reneab. VanDnel <rvandnel@suniifie com> wrobs

The 29 wiorks for me. VWhat ome?

and Rapids, M
(616) 458-3111 x24T0 Main Line
302 Fe

If you are 5 ¢ (T} essof
M in Close prom C

nsvia

ation containedin the po n fo g by ths i } onty. This ransrssion miay contain information thatis pev 5 ™
sion b, or recedpt by, anyone othe ' ssee(s). This ransmission shouldnotbe copied or fonwarded (o anyone other than th e named addre (£). 1P you have M S5I0N iN GeTor
@ sender of the eror by callin g the phone number listed above

ule this closingthank you

DEAPONE OF (E8e wr it | have any symploms wihich may be similes to Coronavinsg cough , shorn ess of
ing and dalivering documants. Here is alink to cur curent pro

foifidl ¢

u have recanvad this bran smission i ermar,




Fraud 1: Buyer Cash to Close

----- Forwarded Message

From: Renee M VanDriel <rvandriel@suntitle.com>
To:

Sent: Wednesday, May 20, 2020, 8:08:17 AM EDT

Subject: st
!

Attached you will find a copy of the Final Hud for your Approval and
our wire instructions for buyers funding towards closing also kindly

advise buyer to make payment before closing date and send a receipt
so we can get all arranged for a quick closing on the [l Please
review and let me know of any changes thank you.

Thank you

Renee VanDriel

Commercial Escrow Officer

Sun Title Agency

1410 Plainfield Ave., N.E.
Grand Rapids, MI 49506

(616) 458-9111 I Main Line
(616) 458-9302 Fax

www.suntitle.com l




Fraud 1: Buyer Cash to Close

N2
SUNZ( ETITLE
7N

WIRE INSTRUCTIONS

BANK NAME: Chase Bank
570 broad St Ste
110 Newark, NJ 07102

ACCOUNT NAME: Sun Title Agency

ACCOUNT NO: 612866282

ROUTING NO: 021000021

ADDRESS: 1410 Plainfield Ave., N.E. Grand Rapids, MI 49506




Fraud 1: Buyer Cash to Close

From: Renee M VanDriel <rvandriel@suntitle.com> A

To: -
Sent: Friday, May 22, 2020, 11:45:09 AM EDT S

Subject: Re: Buyer's statement

Good Morning Il

Kindly advise when we would be receiving buyers wire since we don't
have the buyers contact. | believe you have advised Them to make
the wire to our firms escrow account before closing, so we can get all
documents organised and have a quick closing on the 29th thank
you.

Best Regards,

Renee VanDriel

Commercial Escrow Officer

Sun Title Agency

1410 Plainfield Ave., N.E.

Grand Rapids, M| 49506

(616) 458-9111 x2470 Main Line
(616) 458-9302 Fax

www.suntitle.com




Fraud 1: Buyer Cash to Close

On Friday, May 22, 2020, 04:55:18 PM aMT+1, [ EEGTEENENENEGEEEEEEEEEEEEEE  otc: m

| reviewed and gave the Buyer the letter you furnished with wire instructions. | think she will wire it before
noon on Tuesday the Il | told her to call me as soon as she had sent it so | could tell you. Have a great
holiday




Fraud 1: Buyer Cash to Close

On Friday, May 22, 2020, 05:03:36 PM GMT+1, Renee M VanDriel <rvandriel@suntitle.com> wrote:

Thanks for the update [} Have a nice weekend and Holiday with your family. | will be keeping in touch
thank you.

Best Regards,

Renee VanDriel

Commercial Escrow Officer

Sun Title Agency

1410 Plainfield Ave., N.E.
Grand Rapids, Ml 49506

(616) 458-9111 x2470 Main Line
(616) 458-9302 Fax
www.suntitle.com




Fraud 1: Buyer Cash to Close

Forwarded Message
From: Renee M VanDriel <rvandriel@suntitle.com> ;
o . o
Sent: Monday, May 25, 2020, 9:19:15 AM EDT a4
Subject: Re: Buyer's statement

Good Morning i}

Happy Memorial Day, We are closing on another property today and buyer already wired the purchase amount of $858,000 Into our

firms account, as advised by our accounting your own buyers wire should go out to our firms second account which wire

instructions are attached here also for payment not to get mixed up for both closings. Kindly confirm you are in receipt and update
for payment tomorrow thank you.

Best Regards,

Renee VanDriel

Commercial Escrow Officer

Sun Title Agency

1410 Plainfield Ave., N.E.

Grand Rapids, MI 49506

(616) 458-9111 x2470 Main Line
(616) 458-9302 Fax
www.suntitle.com




Fraud 1: Buyer Cash to Close

Nl
SUNE(ETITLE
2N

WIRE INSTRUCTIONS

BANK NAME: Wells Fargo
9200 Westheimer Rd,
Houston Tx
ACCOUNT NAME: Sun Title Agency
ACCOUNT NO: 8901343858

ROUTING NO: 121000248

ADDRESS: 1410 Plainfield Ave., N.E. Grand Rapids, MI 49506




Fraud 1: Buyer Cash to Close

On Monday, May 25, 2020, 02:36:52 PM GMT+1, wrote:

L

| will tell them. | don't think they have wired any money yet. They have money in two banks,so will
probably wire money from Chase Bank and from Flagstar bank. | had told them to make sure to have it
wired before noon on[ il When wired they are to call me so | can tell you it has been wired. See you
at [ orning.

Enjoy the day with your family

Thanks




Fraud 1: Buyer Cash to Close

P Buyer's statement - Fraud

e M, Wa

Fieraw VanDie
commarcial Egcrow Officar

Planfsld Awa.

v gunttle o0

COROHAMVAUS HOTICE: F you ae schwduled fora closing or plan to visit one of our oflices, pleass posipone or eschedule yourvisd d you have any sympEoms whechimay be sevdar bo Coronavines (Tever, cough, shofness of breath, eic ) orhave besn in close proxirty
o somdang who has thase symploms. We hive slemalive srangemants we can uise Tor signing snd delyering documants. Her s a Bnk bo our el prolocals relatng bo Consnaying. wivw suntd

R

Ty i Km0 £ e i TP ORGP 5 - § A BEnig 00 vl by et T 0 SRR BB 3y TR BT B0 00 My OBk oo B 8 b G20 assnes B ol i gk e T ranam ispacn 10, 04 Pl D, 00 o B BN 61 v sl Bare g e, T 150 Ias 0 Shemdia nok b cogesr 02
eraa dmilz: o yore o S e e acl drmeds]) 1F you R recered thist snonesion. o= error, please dersbaoy and delebe i om our sysiom woul copyre oriraanding , sndnolthtee perder ot ereor by callng e phore numiber ided s

Frosn: Corian
Sent: Monday, May 25, 2020

T2 Raras M. V. ol

SubifRct: P By s LA

=*EXTERNAL EMAIL =" 3
“ h

ieGrntitle com>

P




Fraud 1: Buyer Cash to Close

----- Forwarded Message
From: Renee M VanDriel <rvandriel@suntitle.com> ;

To: "

Sent: Monday, May 25, 2020, 10:00:36 AM EDT <2
Subject: Re: Buyer's statement

Thanks for the update -, kindly get the wire receipt from them and forward to my email after wire has
been done tomorrow for payment confirmation.

Best Regards,

Renee VanDriel

Commercial Escrow Officer

Sun Title Agency

1410 Plainfield Ave., N.E.
Grand Rapids, MI 49506

(616) 458-9111 x2470 Main Line
(616) 458-9302 Fax
www.suntitle.com




Result: $54,000 was wired

on Friday, May 22, 2020

&

)




How did they do it?




Fraud 1: Broker Email Compromised
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Fraud 1: Broker Email Compromised

[ Recent Activity - Yahoo Accou % R

[E Personal Info

Recent Activity

@ Ms.u:m‘ls}n(unrv

See somelhing SEspciows?
(D) Recent Activity CHANGE Your password

1= Preferences

Apps connected 1o your account

You have aul e apps, Ses and GRYICES T ACcess your Yano Accourt

[ {App password. IPhone Mad)

Recent account changes

& Password changed

ﬁ Password changed

g/ logeyakos o




Fraud 1: Mail server takeover

74844

SALON4 SPA

ABOUTUS +« CONTACTUS =+ GALLERY ¢« MEETTHETEAM + PRODUCTS + SERVICES <+ SPECIALS + ANNA PILON SKIN THERAPY & SPA

TELEPHONE:
E-MAIL:




Fraud 1: Spoofed Identity

Email header analysis

Encrypt this item

Set up restrictions for this item. Far example, you may be able to restrict recipients
from forwarding the emall message to other peaple,

Move item to a different folder
Mowe or copy this iterm ta @ different folder.

Moveto = Current Folder: Inbox

Print Folder~

Close .
Message Delivery Report
2 9 Yy Rep

Rewviewr delivery report for this ermail message. Delivery report includes when the
Open Delivery rnessage was delivered and which rules, if amy, were applied to it
Repart

Message Resend and Recall
iy J

Resend this email message or atkermpt to recall it from recipients,
Resend or

Recall ~

F Properties
™ Set and view advanced options and properties for this itern.
Properties = Sizer 7OKB

- Message (HTML)

Froperties

Settings Security

Importance | Mormal |_E__ Encrypt message contents and attachments

Add digital signature to outgoing message
Request S/MIME receipt for this message

Sensitivity Marmal

|:| Do not Autodrchive this item
Tracking aptions

B= Request a delivery receipt for this message
Request a read receipt for this message

Delivery options
|:| Expires after

Contacts..,

Categaries W |None

Internet headers Received: from CH2PR18ME3253.namprd18.prod.outlook,.com

[2603:10b & 6100573 68)

by CHZPRAIGMEI 205 namprd 15, prod. autloak.com with HTTPS wvia
CH2PR12CA0026 MNAKMPRDT 2 PROD,OUTLOOK, COM: Tue, 9 lun 2020

171:02:54 + 0000

Authentication-Results: certifid.com; dkim=rnone [message not sighed)
header.d=none;certifid.com; dmarc=none action=none -

Clase




Fraud 1: Spoofed Identity

SuperTool MX Lookup Blacklists DMARC Diagnostics Domain Health DNS Lookup Analyze Headers

Email Header Analyzer

Paste Header:

Received: from CH2PR18MB3253 namprd 18 prod.outlook.com (2603:1006:610:57:: 36
by CH2PR18MB3205 namprd 18 prod.outlook com with HTTPS via

CH2PR12CAD026 NAMPRD12.PROD . OUTLOOK.COM; Tue, 9.Jun 2020 11:02:54 +0000
Authentication-Results: certifid.com; dkim=none (message not signed)
header.d=none;certifid.com; dmarc=none action=none header fram=certifid com;
Received: from CH2ZPR18MB3203 namprd16.prod.outlook.com (2603 1006:610:26: 27
by CH2PR18MB3253 namprd18 prod.outlook.com (2603:1006:610:27::31) with

Microsoft SMTP Server (version=TL51_2,

cipher=TLS_ECDHE_RSA WITH AES 256 GCM SHASE4)id 15.20.3066.22, Tue, 8.Jun
2020 11:02:54 +0000




Fraud 1: Spoofed Identity

+HeadersTound]
Header Name: Header Values

H-Apparerthy=Tos & oo com Mon, 25 M ay 20201 4:00:36 +0000=

Eetom-Paths =dyou®lavitss alovand spa oo

Authentication Resultss mtad 196 yusil b1 yaboo com; dkinrnas tal (ro s i hsader i @eantile cony s o £l s utp sosilfom @lavitssalomnd sps oo

danare=NILL(p=NULL:p=NULLdis=NULL ) bhaadexfinm=runtitle coms

Received-SFF= faal{(d i i i 173 201.195.3635 permitied sendex)

X-Originating-IP [173.201.193.36}

X-SECURESERVER-ACCT=  dyou@lavitasalonardspa.conit

"“Renee M VanDnel " <rvandnel@surtitle cont-5

H-Sendert dyon@lavitasalonandspa comit

Raply-Ton "Renee M ¥ anDriel " =pandis i@ anditls som==

Toi Y —

Subjects Re:Buyer's s tatemernts

Mon, 25 May202007:00.01 -0700=

- Y shoo-Fomrudeds From{ @ yakeo com Toabw alant0S @il coni




Fraud 1: Spoofed Identity

X-Atlas-Recelved: from 18.201.196.220 by atlas320.free.mail.bfl.yahoo.com with http; Mon, 25 May 20820 14:06:36 +0200|
X-bBpparently-To: G shoo.com; Mon, 25 May 2826 14:00:36 +9068
Return-Path: <dyou@lavitasalonandspa.com>
Authentication-Results: mtadl96.mail.bfl.yahoo.com;
dkim=neutral (no sig) header.i=@suntitle.com;
spf=fail smtp.mailfrom=@lavitasalonandspa.com;
dmarc=NULL{p=NULL sp=NULL dis=NULL} header.from=suntitle.com;
Receiwved-SPF: fall (domain of lavitasalonandspa.com does not designate 173.201.193.36 as permitted sender)
X-YMailISG: KC7z7rdWLDthXsWQevbWT oDCGOFEcyX3hxmT _dp9PKuYRNI .
JaCVuBUBwbQtdGpAChPZUdNBP . rFBRWBUYS qZU7 dKkply3dakt1E_9cQeVRS
uHyESP3UL L{fmDSG] £ 9ASP jBUYGE fUs UNKHdn®L F8Y5 2hDzy95uxoc C4aDIN
eZpfbreSYPeSplVloyvAVe LRPwamY_BVkEDHPo2UrHf UmbeDuxgD34M)AQdp
rdUipFAMrwzX740_EEcT4hFbinMNyE. 9qTHEYY SvHpMRXolddzlsPvdlINdy?
W IRHT6I LT YHNJwgSbRTYNLALwt d8za@T I I8mYIiXKS1yk _Fia 2CBwljF
y36VBALf SHEUIHf vrbSty 1V _] . aO0EgHR3TenbX Lae FXHWdDSt AeX5 1dBp8
DOQOFGwW2] 18NG_aE vHHNtdrt Zs Y F TglsgXipSLHk jw7 ] LRomXhwRCBHXt4PF
JuNMD)E9:x6ASZ02uSprmCnFvl . Alb3jTOMZX38_oce_1HgMd_KdIH3wbd9Qh2
EmsEHhUNGPT 7C5aUGj8fz51ip2Lz4eCEmI FLOGM Fwb . sTZpBvedl_E2Y4jb6
WYASWGBT yeamb7 9GqRXPGDModlenetpFI3ES8al3wg_BuGlj1d45i6TZEL
cKkdrdgFIsQuABedtnjMI juri9reYHWNps VSPAGPUMIIH2rdqe] . XbI3gqiQ
JQeuRs_BcpjfHIoRyNueQl .wbqPZtTERG:xQWI3RBqaQ) . dwfqixZlb87ekKEjF
hgWT9XxaPfs_olmMdhBNelcu_QiMeP ] 1QvAXyb vZIuOZemihHI8ZE p3myED
NGFUCTxd2bbZd 2YOWzeeP 088aw IupSkCYShXLr] 2d7s 2rgBXx¥HCS Ljw . Er@
Fb_CrCHyk InNaG8ARBALtdvaevAdHOUAC IUGPKXTEMIE JCfgapolxCiy 303x
BY31gl33eKhxBp2ALPt9y3_WZ1_81fLvnaw2q3xpUICFiZKr5iNkDzaVyeTx
qZvyPPoB L] Lv7WY DMBG7Gkp ZgNE AFU32A:Nk FhLmAe 3WcBUGpbmyMRch3at
theX58f ybo79cKEHhtgtngBpbs bBCTkvaOUmFGp Lp LINKGAL Je9114Mav]Xg
yAi2dGwdxdqqf3gnimnlc] jFeHRKLT21d2LKx7bq2R _ 1hPQKBtvdFrQdD. or
UEcNhKWzDHC 293 DHNUSEf87TELSmfTALKEIpiul -
-Originating-IP: [173.261.193.36
Received: from 18.197.41.12 (EHLO p3plwbeoutl5-@2.prod.phx3.secureserver.net) (173.201.193.36)
by mtadl9 .mail.bfl.yahoo.com with SMTPS; Mon, 25 May 2028 14:00:35 +0600
Received: from p3plgemwbelS-83.prod.phx3.secureserver.net ([173.281.193.9])




Fraud 1: Spoofed Identity

Longitude: -97
Geolocation Map

-+

Kansas




Fraud 1: Spoofed Identity

Awa Montreal
S T

Barcalana
[

Portugal Magnid
Spain

Tunisia

Moraced

Algeria

h’.’:u'.\} City Mauritania

Guatemala

Dakged Senegal

Micaragua Thl'lﬁ.lﬂmi.l &
Guinea-Bissau 1

Caracas A
Costa fica » s Nigeria

Panams g Cite divoire

i Glagos
Liberia . Camerod




Fraud 2: Mortgage Payoff Wire

Parties Involved

PV Private Lender

M Escrow Officer

h Spoofed Private lender




Fraud 2: Mortgage Payoff Wire
Activity

Private Lender: Email is compromised and fraudster monitors traffic from title company’s
ll closer and private lender.

Spoofed Private Lender: Sends fraudulent payoff to closer.

— il
Escrow Closer: Calls to verify wire instructions and sends wire to
Ve \

fraudulent account.




Fraud 2: Mortgage Payoff Wire

May 21, 2020

- ‘MW \

To Whom It Concerns:

T'his letter serves as notice of payoff amount for the loan on the above referenced pr

S
This payoff is valid through M

e ——— R L
ired for » transier:

Amorut :

Please prepare the cancellation deed for me, you may email me and | will get it
igned and notarized once the payoff is received. You may charge the fee to the
borrower

Thank you,




Result: +$130,000 was wired

on Friday, May 22, 2020

&

)




Fraud 2: Seller net proceeds wire

Money Muling

Account name on wiring instructions “not even close” to the account name on the
fraudulent account

5/22 — money transferred to fraudulent account

5/26 — 1/3 of funds remaining in account

5/26 — 2/3 of funds were sent to US Bank via wire transfer

5/26 — two cashier’s checks were “immediately” prepared out of US Bank account for
entire 2/3 amount

5/27 — one cashier’s check cleared

5/27 — fraud recovery initiated

5/28 — the second cashier’s check was “held” at a 3rd bank

5/28 — court order being requested to keep second cashier’s check held




Today’s Topics

* The Growth of Wire Fraud and COVID Scams
* Recent Fraud Examples
* Money Laundering and Wire Fraud Recovery

* Five Key Take-Aways




Poll Question #3

@ .

¥




Money Muling and Wire Fraud Recovery

Hour 1
Initiate a “SWIFT”
recall notice

Notify your bank

Initiate a “SWIFT” recall

Demand that funds are “frozen”

Confirm the location of subsequent transfers




Money Muling and Wire Fraud Recovery

Hour 1
Initiate a “SWIFT”
recall notice

Notify your bank;

Initiate a “SWIFT” recall;

Demand that funds are “frozen”; and
Confirm the location of subsequent transfers

. File a complaint with
the FBI
- Go to https://www.ic3.gov/complaint/default.aspx/ to file a complaint with IC3 (www.IC3.com) and be prepared to provide
the following information:
Victim’s name, address, telephone, and email;
Financial transaction information (e.g., account information, transaction date and amount, who received the money);
Under the Financial Transaction(s) section of the form, select “Wire Transfer” from the Transaction Type drop down menu.
Subject’s name, address, telephone, email, website, and IP address;
Specific details on how you were victimized;
Email header(s); and

Any other relevant information you believe is necessary to support y our complaint.

Note and retain your IC3 Complaint Number — you will need to give that to the FBI field office (see below).

L




IC3 Report

Complaint Referral Form
Internet Crime Complaint Center

Based on the information you provided it appears you may be the victim of fraudulent financial activity. As soon as
possible, please contact your bank to send a Hold Harmless Letter or Letter of Indemnity (LOI) to the '
Due to the time-sensitive nature of crimes involving fraudulent wire transactions, your bank should initiate a recall of
funds as soon as possible.

Thank you for submitting your complaint to the IC3. Please save or print a copy for your records. This is
the only time you will have to make a copy of your complaint.

~{ Victim Information I

Name:
Are you reporting on behalf of a business? No
Business Name:
Is the incident currently impacting business [None]
operations?
Age: Over 60
acaress: [
Address (continued):
Suite/Apt./Mail Stop:
City: Grand Rapids
County: Kent
Country: United States of America
State: Michigan
Zip Code/Route: 49508
Phone Number:
Email Address: @gmail.com
Business IT POC, if applicable:
Other Business POC, if applicable:




IC3 Report

~{ Financial Transaction(s) I

Transaction Type: Wire Transfer

If other, please specify:
Transaction Amount: $55000
Transaction Date: 05/22/2020
Was the money sent? Yes

Victim Bank Name: Chase Bank
Victim Bank Address: 9235 Cherry Valley Avenue SE
Victim Bank Address (continued): Caledonia
Victim Bank Suite/Mail Stop: 49316
Victim Bank City: Caledonia
Victim Bank Country: United States of America
Victim Bank State Michigan
Victim Bank Zip Code/Route: 49316
Victim Name on Account: Chase Bank
Victim Account Number|

Recipient Bank Name: Chase Bank
Recipient Bank Address: 570 Broad St
Recipient Bank Address (continued): Ste 110
Recipient Bank Suite/Mail Stop: 07102
Recipient Bank City: Newark
Recipient Bank Country: United States of America
Recipient Bank State New Jersey
Recipient Bank Zip Code/Route: 07102
Recipient Name on Account: Sun Title Agency
Recipient Bank Routing Number: 021000021
Recipient Account Number: 612866282
Recipient Bank SWIFT Code:




IC3 Report

Description of Incident

Provide a description of the incident and how you were victimized. Provide information not captured elsewhere in
this complaint form.

I am in the process of closing on a commercial property located at 725 36th Street, SW, Wyoming, MI 49509. As
part of the real estate closing, I received an email from my commercial broker with wiring instructions attached. I
wired $55,000 from my Chase Bank account in Caledonia, MI to a Chase Bank account in Newark, NJ as instructed
in the wiring instructions. I learned today that the instructions were fraudulent and the information appears to
have come from an email address intended to spoof the identity of the escrow officer of the company handling the
closing.

Which of the following were used in this incident? (Check all that apply.)
Spoofed Email

O Similar Domain

O Email Intrusion

O Other Please specify:

Law enforcement or regulatory agencies may desire copies of pertinent documents or other evidence regarding
vour complaint.

Originals should be retained for use by law enforcement agencies.




I c3 Re p O rt Other Information

If an email was used in this incident, please provide a copy of the entire email including full email headers.

From: Renee M VanDriel <rvandriel@suntitle.com>

To: I @ y'2h0o.Com >
Sent: Wednesday, May 20, 2020, 8:08:17 AM EDT

Subject: 725 36th St.

Attached you will find a copy of the Final Hud for your Approval and our wire instructions for buyers funding
towards closing also kindly advise buyer to make payment before closing date and send a receipt so we can get all
arranged for a quick closing on the 27th. Please review and let me know of any changes thank you.

Thank you




IC3 Report

Renee VanDriel

Commercial Escrow Officer

Sun Title Agency

1410 Plainfield Ave., N.E.

Grand Rapids, MI 49506

(616) 458-9111 x2470 Main Line
(616) 458-9302 Fax
www.suntitle.com

CORONAVIRUS NOTICE: If you are scheduled for a closing or plan to visit one of our offices, please postpone or
reschedule your visit if you have any symptoms which may be similar to Coronavirus (fever, cough, shortness of
breath, etc.) or have been in close proximity to someone who has these symptoms. We have alternative
arrangements we can use for signing and delivering documents. Here is a link to our current protocols relating to
Coronavirus: www.suntitle.com/coronavirus

FEEWIRE FRAUD ALERT*** We only deliver our wiring instructions to buyers and sellers through CertifID, an
identity verification and bank account confirmation system (www.certifid.com). If you are a buyer or seller, you
should NEVER accept wiring instructions from any other source or any other party to the transaction. Our wiring
instructions never change - if you receive “new” wiring instructions, DO NOT USE THEM, and contact our office
immediately using the phone number on our website. Everyone should protect themselves by verifying any wiring
instructions via CertifID (or similar methods) or using a telephone number that is independently verified from a
source other than the proposed wiring instructions.

The information contained in the preceding message is intended for viewing by the named addressee(s) only. This
transmission may contain information that is privileged or otherwise confidential and is not intended for
transmission to, or receipt by, anyone other than the named addressee(s). This transmission should not be copied
or forwarded to anyone other than the named addressee(s). If you have received this transmission in error, please
destroy and delete it from your system without copying or forwarding it, and notify the sender of the error by
calling the phone number listed above.

From: Renee Vandriel [mailto:rvandriell1@yahoo.com]
Sent; Tuesday, May 19, 2020 12:54 PM

To: Renee M. VanDriel

Subject: Fwd: Scanned document from HP ePrint user




IC3 Report

**EXTERNAL EMAIL**

Sent from my iPhone

Begin forwarded message:

From: eprintcenter@hp8.us

Date: May 19, 2020 at 12:50:39 PM EDT

To: RVandriell1@yahoo.com

Subject: Scanned document from HP ePrint user

This email and attachment are sent on behalf of rvandrieli 1@yahoo.com.

If you do not want to receive this email in future, you may contact rvandriell1@yahoo.com directly or you may
consult your email application for spam or junk email filtering options.

Regards,
HP Team

Are there any other witnesses or victims to this incident?

_and Tom Cronkright

If you have reported this incident to other law enforcement or government agencies, please provide the name,
phone number, email, date reported, report number, etc.

[No response provided]

O Check here if this an update to a previously filed complaint:




IC3 Report

Who Filed the Complaint

Were you the victim in the incident described above? Yes

Digital Signature

By digitally signing this document, I affirm that the information I provided is true and accurate to the best
of my knowledge. I understand that providing false information could make me subject to fine,
imprisonment, or both. (Title 18, U.S. Code, Section 1001)

Digital Signature: INNEGTcTcTNGE

Thank you for submitting your complaint to the IC3. Please save or print a copy for your records. This is the only
time you will have to make a copy of your complaint.




Hour 2
Contact your local FBI
field office

Find the FBI office nearest you (https://www.fbi.gov/contact-us/field-offices);

Contact the Special Agent for cyber crimes;
Give the SA the IC3 complaint number and other facts;

Share contact info with the SA; and

Align expectations.




Hour 2
@ Contact your local FBI
field office
Find the FBI office nearest you (https://www.fbi.gov/contact-us/field-offices);

Contact the Special Agent for cyber crimes;
Give the SA the IC3 complaint number and other facts;

Share contact info with the SA; and
Align expectations.

@ Contact legal counsel

- File an action to obtain an injunctive order?
- Serve the injunctive order on all banks?




Hour 3
Contact all banks in
the chain

Contact the fraud prevention desk of the receiving bank;

Help them identify the fraudulent transfer;

Initiate the “SWIFT” recall notice and confirm funds have been frozen;
Obtain the names of other banks that received your funds;

Share contact information; and

Align expectations.




Hour 3
Contact all banks in

the chain
Find the FBI office nearest you (https://www.fbi.gov/contact-us/field-offices);

Contact the Special Agent for cyber crimes;
Give the SA the IC3 complaint number and other facts;

Share contact info with the SA; and
Align expectations.

Notify your insurance

carrier
- If you hold errors and omissions coverage, professional liability coverage or any form of

cyber security or cyber loss coverage, contact your insurance agent and place your
insurer on notice of the incident.




Hour 4

Contact local

authorities

- Call the local authorities and file a police report;

Provide local authorities with all relevant information;
Obtain and save the incident or report number;
Share contact; and
Align expectations




Hour 4
Contact local
authorities
Find the FBI office nearest you (https://www.fbi.gov/contact-us/field-offices);
Contact the Special Agent for cyber crimes;
Give the SA the IC3 complaint number and other facts;
Share contact info with the SA; and
Align expectations.

Hour 5

Contact your IT and
security teams

Initiate “The Information Technology Kill Chain”

Determine the source of the breach;

Contact your internal or external security/IT group before changing any settings or configurations on the

environment;

Contact you internal or external security/IT group to explain the situation and that a full “image” of the system

needs to be created for eForensic purposes; and

If warranted, eForensics investigators can be dispatched from a variety of sources to investigate the incident to

determine if the data suggests greater impact on the environment. m




Main Takeaways

Details should come Be prepared to Don’t trust anyone
quickly, but the money “indemnify” the bank proactively reaching out
may come back slowly. returning the funds. to you about your fraud.




Today’s Topics

* The Growth of Wire Fraud and COVID Scams
* Recent Fraud Examples
* Money Laundering and Wire Fraud Recovery

* Five Key Takeaways




Key Takeaways

Create a Culture of Compliance
Educated and Engaged Employees
Reduce Your Attack Surface
Protect the Transfer of Money

Adequately Insure the Risk




Security Additional Best Practices

Devise a continuity of operations plan for a potential cyber attack; prioritize the
systems most important to continued operations.

Use e-mail authentication protocols such as Sender Policy Framework (SPF), Domain
Keys Identified Mail (DKIM), Domain-Based Message Authentication Reporting and
Conformance (DMARC), and Sender ID Framework (SIDF).

Establish a training mechanism to inform end users on proper email and web usage,
highlighting current information and analysis, and including common indicators of
phishing. End users should have clear instructions on how to report unusual or
suspicious emails.

Regularly patch operating systems, software, and firmware.

Update anti-malware and anti-virus software and conduct regular network scans.
Use multi-factor authentication where possible.

Audit networks and systems for unauthorized remote communication.

Disable or remove unneeded software, protocols, macros, and portals.




Co-Founder and CEO, CertifID
Licensed Attorney
Large Title Agency Owner

Wire Fraud Victim

National Speaker on Wire Fraud and Cyber Security



mailto:tcronkright@certifid.com
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